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Abstract 
 
Today, information technology is growing rapidly, we 
can obtain all the information much easier. Almost all 
the important information can be accessed by the users. 
These conditions raise some new problems,
is unauthorized access to the system. We need a reliable 
network security system that is resistant to a variety of 
attacks against the system. Therefore, Intrusion 
Detection System (IDS) required to overcome the 
problems of intrusions. Many researches have been done 
on intrusion detection using classification methods. 
Classification method has high precision, but to get a 
high precision required a determination of the proper 
classification model. In this paper, we propose a new 
approach to detect intrusion with On-line Clustering 
using Reinforcement Learning. Based on the 
experimental result, our proposed technique
intrusions with high accuracy (99.996% for Do
99.939% for Probe, 99.865% for R2L and 99.948% for 
U2R) and high speed (65 ms). 

Keywords: Intrusion Detection System, On
Clustering, Reinforcement Learning, Unsupervised 
Learning. 

1. Introduction 
Based on data compiled by the CERT

number of intrusions from year to year is increase. From 
1995 to 2008, the total attack as summarized by CERT is 
46.156, as illustrated in figure 1: 

Figure 1. The number of intrusions summarized by 
CERT[8] 
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attacks against the system. Therefore, Intrusion 
Detection System (IDS) required to overcome the 
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The number of intrusions summarized by 

Meanwhile, according to data analyzed by Carnegie 
Mellon University (2002) and Idaho National Laboratory 
(2005), intruder technical knowledge decreases, 
illustrated in figure 2: 

Figure 2. Decreasing Intruder Technical Knowledge
 

Therefore, Intrusion Detection System (IDS) 
required to overcome the problems of intrusion.
system that detects and logs illegal access is called as 
intrusion detection system [1]. There are three categories 
of intrusion detection systems which are host
where information is found on a single or multiple host 
systems, network- based that examines the
captured from network communications and 
vulnerability assessment-based that
vulnerabilities in internal networks and firewall
based on the functionality intrusion detection can be 
classified into two as anomaly detection and misuse 
detection [1]. 

Misuse detection is a system that works by 
comparing the packet traffic on the computer network 
with signature database. The weakness of 
detection is not able to detect any new attacks because 
the attack was not found in the signature database such 
that late in detecting the attack. In addition, the 
administrator must manually updat
Anomaly detection is a system that
traffic on the computer network with a
pattern, but it has the disadvantage of sending a lot of 
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Decreasing Intruder Technical Knowledge[9] 

Intrusion Detection System (IDS) 
required to overcome the problems of intrusion. The 

illegal access is called as 
There are three categories 

of intrusion detection systems which are host-based 
information is found on a single or multiple host 

based that examines the information 
captured from network communications and 

based that identifies 
vulnerabilities in internal networks and firewall, whereas 

intrusion detection can be 
classified into two as anomaly detection and misuse 

is a system that works by 
comparing the packet traffic on the computer network 
with signature database. The weakness of misuse 

is not able to detect any new attacks because 
found in the signature database such 

late in detecting the attack. In addition, the 
administrator must manually update signature database. 

that comparing the packet 
traffic on the computer network with a normal traffic 

disadvantage of sending a lot of 
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Figure 7. Accuracy of U2R (PRCL Vs LVQ) 

 
The experimental results explain that smaller 

learning rate (alpha), the accuracy will be better. The 
proposed technique (PRCL) achieve high accuracy when 
learning rate=0.0001 (99.996% for DoS, 99.939% for 
Probe, 99.865% for R2L and 99.948% for U2R). As well 
as LVQ achieve high accuracy when learning rate=0.0001 
(99.996% for DoS, 99.939% for Probe, 99.865% for R2L 
and 99.948% for U2R). The accuracy of the proposed 
technique (PRCL) same with LVQ technique, but the 
proposed technique (PRCL) more stable when learning 
rate=0.001, 0.0005, 0.0001. 

Table 10 and figure 8  illustrate the time required by 
PRCL and LVQ  technique for on-line clustering. 

Table 10. Time (PRCL Vs LVQ) 
Learning 

Rate 
Time of PRCL 

(ms) 
Time of LVQ 

(ms) 
0.1 86 54 

0.05 83 58 
0.01 80 59 

0.005 77 59 
0.001 77 55 

0.0005 72 53 
0.0001 65 49 

 

 
Figure 8. Time (PRCL Vs LVQ) 

The experimental results explain that smaller 
learning rate (alpha), the time required by PRCL and 
LVQ for on-line clustering will be faster. 

So, we can conclude that smaller learning rate 
(alpha), the accuracy will be better and the time required 
for on-line clustering will be faster. 

 
5. Conclusion 

This paper presents new approach to detect intrusion 
using On-Line Clustering. The On-Line Clustering 
method which used in this research is Pursuit 
Reinforcement competitive Learning (PRCL). The 
experimental results explain that smaller learning rate 
(alpha), the accuracy will be better and the time required 
for on-line clustering will be faster. And based on 
experiment results, LVQ achieve high accuracy when 
learning rate=0.0001 (99.996% for DoS, 99.939% for 
Probe, 99.865% for R2L and 99.948% for U2R) and high 
speed (49 ms). The proposed technique (PRCL) achieve 
high accuracy (99.996% for DoS, 99.939% for Probe, 
99.865% for R2L and 99.948% for U2R) and high speed 
(65ms) when learning rate=0.0001. So, the proposed 
technique (PRCL) can detect intrusions with high 
accuracy and high speed.  

Our future works is to improve the accuracy and 
speed in detecting intrusions. 
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Appendix 
 

Table A. Protocol Type Column Transformation 
Protocol Type 
(column 2) Value 
Icmp 1 
Tcp 2 
Udp 3 

 
Table B. Service Column Transformation 

Service (column 3) Value 
ecr_i 1 

Private 2 
http 3 

Smtp 4 
Other 5 

domain_u 6 
ftp_data 7 

eco_i 8 
ftp 9 

Finger 10 
urp_i 11 
telnet 12 
ntp_u 13 
Auth 14 

pop_3 15 
Time 16 

csnet_ns 17 
remote_job 18 

Gopher 19 
imap4 20 

Discard 21 
Domain 22 
Systat 23 

iso_tsap 24 

Service (column 3) Value 
Echo 25 
Shell 26 
Rje 27 

sql_net 28 
Whois 29 
Printer 30 
Courier 31 

nntp 32 
netbios_ssn 33 

Sunrpc 34 
Mtp 35 
Bgp 36 

uucp_path 37 
Uucp 38 

Klogin 39 
Vmnet 40 

Ssh 41 
Nnsp 42 

Supdup 43 
Login 44 

Hostnames 45 
Daytime 46 

Efs 47 
Link 48 

netbios_ns 49 
pop_2 50 
Ldap 51 

netbios_dgm 52 
Exec 53 

http_443 54 
Name 55 
Kshell 56 

Ctf 57 
Netstat 58 
Z39_50 59 

IRC 60 
urh_i 61 
X11 62 
tim_i 63 
tftp_u 64 

pm_dump 65 
red_i 66 

 
Table C. Flag Column Transformation 

Flag (column 4) Value 
SF 1 
S0 2 
REJ 3 
RSTR 4 
RSTO 5 
SH 6 
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Flag (column 4) Value 
S1 7 
S2 8 
RSTOS0 9 
S3 10 
OTH 11 

 
 

Table D.  Attack Label Transformation 
Sub Attack Label 

(column 42) Label Value 

normal. normal 0 
smurf. dos 1 
neptune. dos 1 
back. dos 1 
teardrop. dos 1 
pod. dos 1 
land. dos 1 
satan. probe 2 
ipsweep. probe 2 
portsweep. probe 2 
nmap. probe 2 
warezclient. r2l 3 
guess_passwd. r2l 3 
warezmaster. r2l 3 
imap. r2l 3 
ftp_write. r2l 3 
multihop. r2l 3 
phf. r2l 3 
spy. r2l 3 
buffer_overflow. u2r 4 
rootkit. u2r 4 
loadmodule. u2r 4 
perl. u2r 4 
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